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Abstract - This paper proposes a hybrid training neural
network and applying it to the Accuracy Counter (AC)
developed previously. The neural network is used for
detecting the cheating model for abnormal browsing
behaviors performed by users in the conflicting
environment. The most significant issue, training, should
be taken into consideration while we are applying the
neural network to web-based applications such like the
Accuracy Counter. Therefore, we design a hybrid web-
based training mechanism for neural networks to deal
with this kind of training problem. Finally, we also find
out that the AC's block rate for detecting the abnormal
browsing behaviors is increasing from 61% (rule-based)
to 76% (neural networks with hybrid training mechanism)
in the efficient and acceptable training period.
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1 Introduction

Neural Networks are usually using for detecting the
possible malicious behaviors in network administration
fields based on the well-trained intruder model.[2][3]
The major characteristic of neural networks is trainable.
Through the training stage before attaching the neural
networks to the system application formally, the neural
networks will be educated to identify the fed in specific
patterns, which is so-called the training set.

The training mechanism is quite useful as we know,
however, the trained neural network can not be used
forever but a short-period.[4] Two reasons that cause the
neural networks need to train continuously are similar
patterns and new tricks.[5][6] Malicious users always
use similar means with a minor differences to do the
same job, moreover, new vulnerable holes will be
discovered and used by wusers.  Therefore, many
researchers proposed mechanism to keep the neural
networks own the ability to target which steps belong to
the deleterious behavior.[7][8]
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The simplest idea is to re-train the neural networks.
Obviously, things will not be so easy since the neural
networks will be unavailable while the training process
takes place.[9] Some researchers developed some kinds of
hybrid training mechanism by dividing the single one-way
training-using process into an online/offline way, that is,
the online using and offline training way.[10][11] This
paper proposes a hybrid web-based training mechanism in
order to enhance the learning and adaptive abilities of web
applications.

Section 2 will describe the hybrid training mechanism
and how to apply it to the web-based applications. The
experiment, screen snapshot and results are discussed by
Section 3, and Section 4 makes a simple conclusion and
figures out what could be next.

2 Design of Neural Network Accuracy
Counter

In general, a user will tend not to repeatedly access
the same webpage within a short time interval. Therefore,
when the same computer accesses the same webpage again
in a very short time, it is feasible to consider the
connection attempt as "unreasonable." The AC system is
designed to block increments of the counter's value under
such circumstances.[1]

Based on the architecture of AC, any web access
should pass through these four stages' verification. Figure
1 demonstrates the architecture of the Accuracy Counter.
The hybrid training mechanism for web-based application
is designed as Figure 2 shown below. This mechanism will
replace the original rule-based detection module and
activate during the stage 4 illustrated in Figure 1.
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Figure 1. Three-tier architecture of AC

The operation processes of the hybrid neural

network system could be explained according to Figure 2.

There are three major processes, offline training, using
and online training. First, the offline training process is
working just like the old fashion neural networks. In the
offline training stage we put several real and simulated
dataset with expected results into the neural network for
training. After that, the well-trained neural network can
be used for analyzing the access behavior in order to
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judge whether the access is normal or abnormal.

(According to process Al to A8 in Figure 2)

However, although the neural network is well-trained,
there are still some situations that may cause the neural
network confuses such as similar patterns and new tricks.
Under such condition the neural network will store those
access records that it not 100% sure into the database. (The
step A7 in Figure 2)

In order to apply the hybrid training mechanism to the
web-based applications, a web-based supervised learning
interface (webpage) is designed.  The webpage is
developed for filtering those records that the neural
network can not tell definitively what kinds of access it is.
Since that, there could be a human being to review these
records periodically and categorize them as the new
training set. (As process B1 to B3 in Figure 2)

Finally, the online training process could be engaged by
the human supervisor. During the online training stage the
neural network in the using stage will not be affect, because
we use another exactly same neural network for training
separately. Once the online training is complete, the new
neural network will replace the old one. (According to
process B4 to B8) Although the mechanism proposed here
looks very simple, it works!
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Figure 2. Hybrid training mechanism
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3 Experiment and Results

To better understand the survival rate and
performance of the AC system, we established a
conflicting environment to test it. The system was tested
for about four months. In addition to an AC, we also put
a traditional counter (TC for short) on each webpage.
However, the TC was invisible. We set to be 15 minutes
and time-span threshold to be 10 seconds for the rule-
based AC and use records of last year stored by the rule-
based AC as the training set to establish the neural-
network AC. At the end of the test, the blocking rate of
the rule-based AC was 61% and the neural-network AC
was 76%.

In this experiment system we first organize two
kinds of training set. The first one is some real data
collected from the Accuracy Counter last year, and the
second is some simulated data that made by us. The
reason that we choose to use simulated data as training
set is the lack of malicious access methods in the real
dataset.

All data in the training set will have several
attributes, including Real IP, Virtual IP, Access Time,
Browsing Period.  Those attribute values are then
translated into different form. Take Real IP for example,
the Real IP are composed by four 0-255 numbers, when
put it into neural network we translate it to 32 binary
number (0/1). Beside the Real IP, the Virtual IP is a
whole number will be also translated into binary number.
The Access Time here will be a milliseconds value
represents the number of milliseconds that have passed
since January 1, 1970 00:00:00.000 GMT. Similar to the
Access Time, the Browsing Period is also a milliseconds
value.

The expected outputs from the neural networks are
four numbers each number represents the answer of a
question, including "Is it a normal access? (0/1)", "What
kinds of malicious actions do I  think?
(000/001/010/011)", "Can I positively sure? (0/1)". Since
we have input attribute values and expected outputs, the
preparation for training the neural network is done.

The neural network we took for implementing the
experiment system is the simplest neural network, the
Back Propagation Network. We use three layers BPN,
which means there is one input layer, one hidden layer
and one out put layer. The neuron number in each layer
is 115 (input layer), 60 (hidden layer) and 5 (output
layer). The size of training set is about 3,000 real records
and 320 records for four possible abnormal access
patterns (each pattern has 40 positive and 40 negative
records). The training epochs are 50 epochs for each
kind of training set and 100 epochs for the mix sets.

The output will be judged by a decision module, once
the decision module observes the output is not definitively,
the record will be stored for further processing. The
supervisor can log on the supervised training system and
browse the current unsolved access behaviors as Figure 3
shown below.

In Figure 3 there is a Confirm button for each
unsolved record, the human supervisor can either change
the action type or tell the neural network whether the
judgment is right or wrong by using the Confirm button.
Also, sometimes there are records either can not be
processed or still can not tell even by the human brain, at
this situation the supervisor can choose ignore such records
via check them and press the Ignore button. Finally, the
supervisor can decide to make the neural network re-
training based on those new records with the Online
Training button.

4 Conclusions

The Accuracy Counter was designed for using in the
conflicting environment such as Internet Advertising
Industry and eLearning Industry. Take Internet Ad
Industry for example, according to the statistics collected
by Interactive Advertising Bureau (IAB) in 2002, Cost Per
thousand iMpressions (CPM) is the predominant pricing
model of choice in year 2002 [12][13]. With this pricing
model, the advertisers can more or less ensure that
potential customers really saw the ad that they have paid
for.

However, all the performance reports provided by the
publisher are according to the traditional Web Counter.
Hence, it is hard for an advertiser to give 100% trust to the
performance report furnished by a publisher, since the
charge is according to the number of clicks as recorded in a
Web Counter. What is in need is to further enhance the
accuracy of the number of clicks as recorded in a Web
Counter, so as to increase the degree of trust on the part of
the advertisers in the publishing mechanism. An accuracy
counter is then designed to do just that. It provides a more
robust and accurate data to the advertisers.

Once again, although a rule-based detection module is
developed in the Accuracy Counter, there are still many
possible ways to cause the records either incorrect or not
100% correctness as we mentioned above. Malicious users
may take similar means, sequences and even new
vulnerabilities revealed at some time to make the data
stored in database incorrect. This paper proposes a hybrid
training mechanism for applying neural networks to the
Accuracy Counter.

The hybrid training mechanism is not only can use in
the Accuracy Counter we designed, but also can apply to
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any web-based applications which need the adaptive
ability. Besides, this kind of mechanism, online

/3 Supervised Training - Hybrid AC ¥ersion - Microsoft Internet Explorer

using/offline training, also provides other industries such
like Network Security and Antivirus a workable solution.
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